o~

-
W e e T e

-

o~ =
-

Poccnro B kmOeprmmonake 2012

b d

>

®BP CIHIA npsiMmo 00BMHWMIIO

B BT

M)
o'h"
L

el

\ » -
‘l - \\
YA
(! ‘.‘ . V%
LR L
' & \ . . .
T
A \ VR .
FOIANNAN LN .
FASSRAN LY 200
\ o“w ‘l L)
) O Ll
‘ ||,\ w VN
WA s
' ;.\s~~ ?A ()
' ’a'l \. '.’. :.‘
' h an
' .' ‘n“ r; L1
Wy L)
1ty IS
IS R
g ! " N B L
i b e
| ) A ;‘:"‘;'; .::
‘.‘ Bh "“"TI Y
i ! [ 4 Thew
l"}' . ,":M. i
s ."’Q|“*af' i
LY bl 1T
e
ATy e e
U PP Rl 1f
TR LT ::::
PEVLIBN W S e
“‘lon“".. N ::I:
gy ‘
0 ;’;:A.. L
Hhe e oty
AT T IR
W S
! .
“'q "“h‘t' P e
‘;harﬂ. “.I.. P LY
ol M T T
Uf o "J ‘f' I
' .‘(. | T AR A L)
)' ) oy 'o.OI any
] " v', AL L
'4.": A i
i ,; ,' Y
n" " "I |'.'lﬂ‘.|
Wl ‘,. Flavars
L ". (ornby
1L
1,
i
M
Vi
"
a
11
‘ |
I
f

~

L R I S I
-

O
.l 4

avlnnn

LA LN
LI

SEals e
AATNNE UM LA
MRACH nasbhtion
S LIAL N AIRTITIT
AvExdm aomillsre
WY fenitn
At hoao.o "

00
AYivan
alatnd
fhisny
Choi «
“ie

e e R R T L LT T e

-
-
-
-
-

L
-
-

-

e -n

it
L)
ilvE iy
e ¢}
TRTAAL
RIRTA I ]
LA
bt
» AL

Al i
LI
et
Viigeke
iYeede
EALEY)
AL
L) ey
Jin vy
ALY
‘s i
L L

L Rl S R U R O B

LR R T

e v
abner
Yir
'
fadng 1 .»

aan
LAY,

Al S LTI

L AL L

AL T D

dne

»

-

e
- -

-
-
. . ‘ L
’
- e b am -t P
. » ,
L .4 »
.e . 28 Snn
>3 iy
s $38 pos
" adtatay TR EIRL
n 0wl v by ‘v umt
] ] wistien gt ' i
* Mulogy A540100) 1 T
IR LI TR DL BN L D e 1Y
I LI A L T I @ L
yoanlenenr MY
I aYy ol 6 v 8
LA IS 1] ) »fay ¥t v
LTI LY L &
ITER I
LU T
S8 4w v
0 T, : Y 4w
ISl 7S LT LA T
yetituny “mh o
LA TALT L M) a0
S TR 8L do, Y
( Ytiem e Lig
Yo MeiTav L T
L R FT t
‘“ ' .
v .
v ‘
“© o
“w '
8! ,
é e
.
’
|
\
|
L]
.
‘ ‘.
Il Y
‘
[ /!
' N ) y 10 0
o i v
’ ny AN
M Y ' 4% ¢
T e T yIs Y
13 U 1) » LR I
RELR L “ue X\
i1 s
-"\!
R
Y|
ve -4 -
. !
..
Lo d
L B
L » »
i v
LA A A
£y osal
L ooy, \
| s a LAY -
-~ L vy .9 A
LR L » '
»e N N ¢
L A {4 ,
» Lk R .Y »
- )
- o "
- -
. -
. - ! . » o>



®DBP CLUA npsimo 06BuMHNII0 Poccuio B KnbepwnmoHa>ke 2012,

«Ilenmazon omuvine Kiaccuguyupyem Kubepamak. co CmopoHbl UHOCMPAHHBIX 20CYOAPCME KAK AKM
azpeccuu u npedyCMampuaen 603MONCHOCHb NPUMEHEHUS. 8 OMBEEeN 60EHHOU CULbL», CO0Ouaen
amepuxanckas 2azema \Wall Street Journal.

Tenepwv CILLA cuumarom cebs enpage omeeuams peaibHbIMU 60EHHbIMU YOAPAMU HA 803MONCHblE AMAKU
6 kubepnpocmpancmese. O6 3mom 2060pumcst 8 Hogom doknade, komopwli [lenmazon nodzomosun 0
amepukarckoeo Konepecca. Sxcnepmul nazeanu smom 12-cmpanuunsiii OOKyMeHm «Hauboee YeémrKum
3asnenenuem Bawunemona o noiumuke 6 oonacmu kubepoezonacnocmuy. Cmompu 6 pazoene HATO-
[IPO.

Heoaeno koopounamop I'ocoenapmamenma no eonpocam xkubepnpocmpancmea Kpucmocgep
[leuinmep 3aseun, umo CIIIA ocmaensiom 3a coboll NPago UCnoIb308amb 0Oble CPeOCmBd, 8 MOM HUCTe
U 8oenHvle, 015l ompasicenus kubepamax. Ilo e2o cnosam, Ha OAHHBIN MOMEHM CAMAS CEPLbEIHASL

npooaeMa 3aKn04aemcs 6 mom, Kak onpeoeiums, Kmo UMEeHHO CHOUm 3d Mot Uiy UHOU amaxou.
[loosmomy K 6oenHbIM yOapam enacmu 6yoym npubezams auudv 8 Kpatinem ciydae. Cxopee écezo, 6yoem
gotina komnvromepos. He 3ps oce npezuoenm CILLA bBapax Obama noonucan niaun oeticmsuil 8 ciyyae
cemegoll acpeccuu. B 0oxymenme onpeoenero, 8 KaKUx Ciyuasx 60eHHvle O0INCHbL OYOYm NpoCUms )
npe3udenma paspeulenus Ha KUbepamaxu 8padceckux KOMnovlomepuuix cemei. A 0ist 3mozo y
aAMepUKAHYe8 eCmb 8Ce 803MONCHOCTIU.

Knuknu !
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@bBP CIIIA npamo obeununo Poccuro u Kumati 6 kubepuwinuornasice ¢ yenvto 3anoayuums cekpemol CIIIA.
«Kumati u Poccus paccmampusaiom cebs 6 kauecmee cmpamezuyeckux conepruxos CLLA u naubonee
aKMUBHO 3aAHUMAIOMCsL COOPOM AMEPUKAHCKOU IKOHOMUYECKOU U MEXHOL02UYeCKOU UHpopmayuu, —
2080pUmMcsl 8 00KAAoe noo Hazeanuem « MHocmpanHble WNUoHbl, Kpaoyuue dIKOHOMUYECKUE CEeKpenbl
CIIIA 6 kubepnpocmparncmeey.


http://europe.wsj.com/home-page
http://www.dtic.mil/whs/directives/corres/pdf/550513E.pdf
http://www.defense.gov/home/features/2010/0410_cybersec/docs/d10230t.pdf
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Russian Leaders Link Intelligence
Operations and Economic Interests

The SUR "must be able to swiftly and adequately

evaluate changes In the international economic

situation, understand the consequences for the

domestic economy and...more actively protect the

economic interests of our companies abroad.™
—Wiadimir Putin, President, Russian
Federation, October 2007

“Intelligence....aims at supporting the process of
modemization of our country and creating the
optimal conditions for the development of fts
science and technology.”
—Mikhail Fragkov, Director, SVAR,
December 2010

US Partners: Leveraging Access

Certain allies and other countries that enjoy broad
access to US Government agencies and the private
sector conduct economic espionage to acquire
sensitive US information and technologies. Some of
these states have advanced cyber capabilities.

Outlook

Because the United States is a leader in the
development of new technologies and a central
player in global financial and trade networks, foreign
attempts to collect US technological and economic

information will remain at high levels and continue to
threaten US economic security. The nature of these
attempts will be shaped by the accelerating evolution
of cyberspace, policy choices made by the economic
and political rivals of the United States, and broad
economic and technological developments.

Near Certainties

Evolving cyber environment. Over the next three

to five years, we expect that four broad factors

will accelerate the rate of change in information
technology and communications technology in ways
that are likely to disrupt security procedures and
provide new openings for collection of sensitive US
economic and technology information. These were
identified in studies conducted by Cisco Systems and
discussed at the ONCIX conference in November
2010. At the same time, the growing complexity and
density of cyberspace will provide more cover for
remote cyber intruders and make it even harder than
today to establish attribution for these incidents.

The first factor is a technological shift. According

to a Cisco Systems study, the number of devices
such as smartphones and laptops in operation
worldwide that can connect to the Internet and other
networks is expected to increase from about 12.5
billien in 2010 to 25 billion in 2015. This will cause
a proliferation in the number of operating systems
and endpoints that malicious actors such as foreign
intelligence services or corrupt insiders can exploit
to obtain sensitive information. Meanwhile, the
underlying hardware and software of information
systems will become more complex.

* Marketing and revenue imperatives will continue
to lead IT product vendors to release products
with less than exhaustive testing, which will also
create opportunities for remote exploitation.

An economic shift will change the way that
corporations, government agencies, and other
organizations share storage, computing, network,
and application resources. The move to a “cloud
computing” paradigm—which is much cheaper for
companies than hosting computer services in-

Hoanwui /loknao 6 pazoene HATO-IIPO.




B ném coobwaemcs, umo no-wacmosiyemy 3¢hghekmusrnoco npomueooeticmausi Hi amMepuKaHybl, Hu
OpUMAaHYbL OP2aAHU308aMb KUOEPUUNUOHAM He Mo2ym. Daxm ocmaémcs pakxmom: MONCHO CKOIbKO
yeooHo paszsusams cucmemy [IPO u napawusams 80eHHbIU KOHMUH2EHM, HO NPU SMOM OCMABAMbCSL
He3aAUWUWEHHBIMU OM cemesblX 8oUH. [Ipuuém tuws 00Ha Kubepamaka Ha ceKpemuvle UHGHOPMAYUOHHbLE
MACCUBLL MOJHCEM HAHECU 20pa300 OObUULL 8DeOd, YeM 0esIMmeNbHOCHb 0eCMKO8 WNUOHOS,
pabomarowux cmapovimu Memooamu.

Taxoe nowsimue, KadxK Ku6epmnu0Ha9fc, npu06pemaem 0CO0ObLIL CMBICT 8 C8EmMe paseumu

un@opmayuonuwix mexuoaozuti. Cetivac umenno Poccus u Kumati 3anumarom ooOHu u3 iuoupyowux

NO3UYUL NO MOOEPHUZAYUU NPOSPAMMHO20 0Oecnedenus, C8A3aHH020 KaK C pACnpOoCmMpaHeHuem
8UPYCHO20 coma, max u ¢ auKsuoayuell UpycHulx yepo3s. Taxoice xopouiue npocpammucmel
ecmsv 6 Uzpaune, Unouu, Anonuu... Ho 6onvwe 6ceco ux 6 amepuxarcko CunukoHogou 0oaune.

Heoasno ocnosamenv \Wikileaks /[oicynuan Accanoe sanycmun Spy Files — 6azy oannvix o
paspabomuuKax mexHoi02uil, ¢ NOMOubIO KOMOPLIX CNEYCAYHcObl C1e0sm 3a 61A0enbYaMu
KoMnblomepos u cmapma@onos. B neé nonanu 0ge poccuiickue gupmvi: OXygen nomozaem 6ckpvieamy
moobunvruku, a I[PT — uoenmuguyuposams 1iodeti no ayouo3anucim.

«2mo cmpanHo 38y4um, HO Ce200Hs Pa38eoKU U KOHMPPA36e0KU 0eucmeumenbHO MaccoB80 UCNONb3VIOM
cucmembl C1eHCeHUsl, 8 MOM YUCIIe 3a NOTUMULECKUMU ONNOHEHMAMU, — KOHCMAamuposean Accaundic. —
Oma unoycmpus npoysemaem c 11 cenmsabps 2001 2o0a. Obopomsl cocmagisirom Muiiuapobl 0011apPo8
8 200).

Knuknu !

CYBER
SECURITY ‘-\s/

Cetiuac 6 CIIIA ecmb cneyuanvhvle Kubepgolicka, max Hasvleaemviil « Caildoepkomy.

KI/I6CDHDCCTVHHOCTB CTOUT $ 388 MUWIMAPAOB AO0JIIAPOB CXKXCI'OJHBIX ITOTCPH B r100aJbHOM MaciiTaoe.

HUcnonvzyemas aumepamypa 6 pazoene. http://tvernedra.ru/content/prousa.htmi

Onybaukosarno: 12 oexabps 2011 2o00a.
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http://www.gao.gov/new.items/d1175.pdf
http://www.gao.gov/new.items/d1175.pdf
http://spyfiles.org/
file:///C:/Users/Полина-Кира/Desktop/www4.symantec.com/mktginfo/downloads/21182883_GA_REPORT_ISTR_Main-Report_04-11_HI-RES.pdf
http://tvernedra.ru/content/prousa.html
http://www.tvernedra.ru/
http://www.defense.gov/home/features/2010/0410_cybersec/

